Network Reconnaissance

Prepared By:
Kazim Ali Obad

Supervisor:
Anmar Mohammed

MOHAMMED .B. HASSAN




PUFDLE LEANM «o..ouu.ennnnnaneeeeeeeeeevinviinasssnsssnssssssssnsssnnssnnsssss INEIWOrK Reconnaissance

Table of Contents
L1 ODBJECTIVE ettt ettt e e et e e e st e e s saeeebeeesaeeessaeesnseessseesnseesnseeesseens 3
1.2 HOSE DISCOVEIY oiiniiiiieiiie ettt ettt e s eae e e e e e esaaeeessaeesnnseaeens 3
1.3 Basic TCP Connect SCan (=ST) ....cccecciiiiiieeiiiiee et 4
1.4 SYN Scan with Version and OS Detection (-sS -SV -O) .....oeevevivieiiiieeieens 5
1.5 UDP SCan (=SU) ...cuuiiiiieiiiiie ettt e e e e v e e e e eaaraaeaeenes 6
1.6 Scan Comparison with ndiff.............cccooeiiiiiiiii e 7
1.7 Summary of FINAINGS........ccooiiiiiiiiiiieece e 9
2.1 OVEIVIEW ..ttt ettt ettt ettt st e et e s bt e e bt e it e e sateesabeesaseas 10
2.2 IDS Alert (Suricata fast.1og@) ......cccceeeoviiiiiiieiiieece e 10
2.3 FIreWall LOES ...ovvieiiieeiiee ettt e e e e es 11
2.4 72K NetWOrK LLOEZS ...cccuviiieiiiieeiiee ettt e et e e e s 12
2.5 Wireshark Packet Capture Analysis ........ccceeeveeeeiiieeniiieeniee e e 13
2.6 RITA Beacon ANALYSIS .....ccccvieeiuiiiiiiiieeiiieeecieeeeireeeeiteeeeveeeeeeveeeesereeeeenee s 14
3.1 Purpose of the Purple Team EXErcisSe.......cccoccvveeriiiiieiiiieeiiieeeiieeeiee e 16
3.2 Detection COVETAZE.......ueeeievieeeiiieeeiieeeeieeeesireeeestteeeseaeeesrseesssseeeessseeessseeanes 16
SUIMIMIATY ...ttt ettt e e ettt e e et e e e sta e e e aseeesnbeeesnssaeesnsneeenns 17




PUFDLE LEANM «o..ouu.ennnnnaneeeeeeeeeevinviinasssnsssnssssssssnsssnnssnnsssss INEIWOrK Reconnaissance

LAB SCENARIO

You are a junior security analyst tasked with assessing the internal network for
vulnerabilities. Your team lead has assigned you to perform a structured
reconnaissance exercise against a known-vulnerable virtual machine
(Metasploitable 2) at 192.168.100.46 from your Kali Linux attack station at
192.168.100.38. The goal is not exploitation — it is visibility. Before any attack can
be launched, an attacker must first understand what is running on the target. Equally,
the blue team must understand what reconnaissance looks like in logs so they can
detect it.

1. RED TEAM — Structured Nmap reconnaissance to enumerate all live services
v

2. BLUE TEAM — Monitor logs, IDS alerts, and network flows to detect scanning activity

v
3. PURPLE TEAM — Compare what was done against what was detected; identify and

close gaps

This exercise maps to MITRE ATT&CK Techniques T1046 (Network Service
Discovery) and T1018 (Remote System Discovery). It represents the earliest phase
of the cyber kill chain — reconnaissance — and forms the foundation for all
subsequent offensive and defensive work.

Lab Environment

Network Topology

Kali Linux (Attacker) 192.168.100.38

Metasploitable 2 (Target) 192.168.100.46

Network 192.168.100.0/24 — Isolated VM Network

Tools Nmap, Wireshark, Zeek, RITA, Suricata,
ndiff
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SECTION 1 — RED TEAM: Nmap Reconnaissance

1.1 Objective

The red team phase involves a layered series of Nmap scans. Each scan type is
chosen to answer a specific question: Is the host alive? What ports are open? What
services are running? What operating system is in use? The results build a complete

picture of the attack surface.

Recon Objectives

Live Hosts Confirm 192.168.100.46 is active and
reachable

Open TCP Ports Identify all listening TCP services

Open UDP Ports Identify DNS, NFS, RPC and other UDP
services

Service Versions Determine exact software versions for

vulnerability matching

Operating System Fingerprint the OS for targeted attack
planning

1.2 Host Discovery

Before performing any port scanning, the target host must first be confirmed as
alive on the network. A ping scan (-sn) sends ICMP echo requests and TCP probes
without scanning any ports. This confirms that 192.168.100.46 is reachable from
the Kali machine at 192.168.100.38 before any further scanning begins. It is the

least intrusive active check and produces no port-level noise in target logs.

sudo nmap -sn 192.168.100.46
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)-[~/Desktop]
sudo nmap -sn 192.168.100.46
[sudo] password for kali:
Starting Nmap 7.98 ( https://nmap.org ) at 2026-02-28 08:42 -0500

tNmap scan report for 192.168.100.46

Host is up (0.00062s latency).

MAC Address: 00:0C:29:71:14:98 (VMware)

Nmap done: 1 IP address (1 host up) scanned in 0.66 seconds

Figure 1: Host Discovery — sudo nmap -sn 192.168.100.46 confirming the target is alive

1.3 Basic TCP Connect Scan (-sT)

A TCP Connect scan completes the full three-way handshake for each probed
port. Unlike a SYN scan . This scan type is more detectable since it generates
complete connection entries in target logs, but it is useful as a baseline. This scan

was saved to XML for later comparison with ndiff.

nmap -sT --top-ports 1000 192.168.100.46 -0A essential scan

ssh

telnet

smtp

domain

http
rpcbind
netbios-ssn

microsoft-ds

exec
login

shell
rmiregistry
ingreslock
nfs
ccproxy-ftp
mysql
postgresql
vnc

X11

irc

ajpl3
unknown

Figure 2: TCP Connect Scan (-sT) — open ports identified on the target host
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1.4 SYN Scan with Version and OS Detection (-sS -sV -0O)

The SYN scan (half-open scan) sends TCP SYN packets without completing the
handshake resulting in less log noise on the target than a Connect scan . Combined
with -sV (version detection) and -O (OS fingerprinting), this is the most
informative standard Nmap scan. The -A flag enables additional scripts and

traceroute. Output is saved in all formats for archiving and comparison.

sudo nmap -sS -sV -O -A -T5 -p- --reason --max-retries 5 192.168.100.46 -0A essential syn

192.168.100.46

[sudo] password for kali:

Starting Nmap 7.98 ( https://nmap.org ) at 2026-02-28 07:29 -0500
Nmap scan report for 192.168.100.46

Host is up, received arp-response (0.00076s latency).

Not shown: 65505 closed tcp ports (reset)

PORT STATE SERVICE REASON VERSION

21/tcp open ftp syn-ack ttl 64 vsftpd 2.3.4

| ftp-syst:

|  STAT:

| FTP server status:

I Connected to 192.168.100.38

| Logged in as ftp

I TYPE: ASCII

| No session bandwidth limit

| Session timeout in seconds 1s 300

| Control connection is plain text

| Data connections will be plain text

| vsFTPd 2.3.4 - secure, fast, stable

| _End of status

|_ftp-anon: Anonymous FTP login allowed (FTP code 230)

22/tcp open ssh syn-ack ttl 64 OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
| ssh-hostkey:

I 1024 60:0f:cf:el:c@:57:6a:74:d6:90:24:fa:c4:d5:6c:cd (DSA)

D) b:56. 01 :1d:de:a7:2b:ae:61:b1: :3d:e8: A

Figure 3: SYN Scan Part 1
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| 1024 60:0f:cf:el:c0:5f:6a:74:d6:90:24:fa:c4:d5:6c:cd (DSA)
| 2@48.56:56:24:@f:21:1d:de:a7:2b:ae:61:b 8 (RSA)
23/tcp open telnet syn-ack ttl 64 Linux telnetd
25/tcp open smtp syn-ack ttl 64 Postfix smtpd
|_ssl-date: 2026-02-25T04:33:19+00:00; -3d07h59m@3s from scanner time.
| ssl-cert: Subject: commonName=ubuntu8@4-base.localdomain/organizationName=0COSA/stateOrProvinceName=There is n
o such thing outside US/countryName=XX
| Not valid before: 2010-03-17T14:07:45
| _Not valid after: 2010-04-16T14:07:45
| sslv2:
SSLv2 supported
ciphers:
SSL2_RC2_128_CBC_EXPORT4@_WITH_MD5
SSL2_DES_64 CBC_WITH_MD5
SSL2_DES_192_EDE3_CBC_WITH_MD5
SSL2_RC4_128_WITH_MD5
SSL2_RC4_ 128 EXPORT40_WITH_MD5
_ SSL2_RC2_128_CBC_WITH_MD5
| _smtp-commands: metasploitable.localdomain, PIPELINING, SIZE 10240000, VRFY, ETRN, STARTTLS, ENHANCEDSTATUSCODE
S, 8BITMIME, DSN
53/tcp open domain syn-ack ttl 64 ISC BIND 9.4.2
| dns-nsid:
|_ bind.version: 9.4.2
80/tcp open http syn-ack ttl 64 Apache httpd 2.2.8 ((Ubuntu) DAV/2)
|_http-title: Metasploitable2 - Linux
|_http-server-header: Apache/2.2.8 (Ubuntu) DAV/2

Figure 4: SYN Scan Part 2

|_http-title: Metasploitable2 - Linux
| http-server-header : JENEIITYo R BT STD R\ Y]
111/tcp  open rpcbind syn-ack ttl 64 2 (RPC #100000)
rpcinfo:
[ program version port/proto service
| 1oooco 111/tcp  rpcbind
| 100000 111/udp  rpcbind
| 100003 2049/tcp  nfs
| 100003 2049/udp  nfs
| 100005 44917/tcp  mountd
| 100005 54376/udp  mountd
| 100021 50870/udp  nlockmgr
| 52765/tcp  nlockmgr
| 37888/udp  status
| 40331/tcp  status
netbios-ssn syn-ack ttl 64 Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
netbios-ssn syn-ack ttl 64 Samba smbd 3.0.20-Debian (workgroup: WORKGROUP)
exec syn-ack ttl netkit-rsh rexecd
login? syn-ack ttl
tcpwrapped syn-ack ttl
java-rmi syn-ack ttl GNU Classpath grmiregistry
bindshell syn-ack ttl Metasploitable root shell
nfs syn-ack ttl 2-4 (RPC #100003)
fip syn-ack ttl ProFTPD 1.3.1
mysql syn-ack ttl MySQL 5.0.51a-3ubuntu5

100021
100024

PR RREPRLRNNNN

[ury

Figure 5: SYN Scan Part 3

1.5 UDP Scan (-sU)

UDP services are often overlooked in reconnaissance because they do not respond
with a SYN/ACK like TCP does. This scan targets the top 50 UDP ports and
identified several open services including DNS (53), rpcbind (111), NetBIOS-NS
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(137), and NFS (2049). These services represent potential attack vectors that would

be invisible to TCP-only scans.

sudo nmap -sU -n --top-ports 50 192.168.100.46 -0A udp top50

) - [~/Desktop

sudo nmap -sU --t s 3 192.168.100.46 -0A udp_top5@_noscripts
Starting Nmap 7.98 (
Warning: 192.168.100.46 giving up on port because retransmission cap hit (3).
Nmap scan report for 192.168.100.46
Host is up, received arp-response (0.0025s latency).
Not shown: 34 open|filtered udp ports (no-response)
PORT STATE SERVICE REASON
53/udp open domain udp-response ttl 64
67/udp closed dhcps port-unreach ttl 64
80/udp closed http port-unreach ttl 64
111/udp open rpcbind udp-response ttl 64
136/udp closed profile port-unreach ttl 64
137/udp open netbios-ns udp-response ttl 64
139/udp closed netbios-ssn  port-unreach ttl 64
445/udp  closed microsoft-ds port-unreach ttl 64
631/udp closed ipp port-unreach ttl 64
1646/udp closed radacct port-unreach ttl 64
2049/udp open nfs udp-response ttl 64
2222/udp closed msantipiracy port-unreach ttl 64
3456/udp closed IISrpc-or-vat port-unreach ttl 64
5060/udp closed sip port-unreach ttl 64
49153/udp closed unknown port-unreach ttl 64
1.49154/udp closed unknown port-unreach ttl 64
"MAC Address: 00:0C:29:71:14:98 (VMware)

Figure 6: UDP Scan (-sU) — ports 53, 111, 137, and 2049 confirmed open on UDP

1.6 Scan Comparison with ndiff

ndiff compares two saved Nmap XML output files and produces a difference report.
Lines prefixed with a minus sign (-) appear only in the first scan; lines prefixed with
a plus sign (+) appear only in the second. This confirms that the UDP scan revealed
DNS, rpcbind, NetBIOS, and NFS services that were invisible to the TCP-only scan,

validating the importance of multi-protocol reconnaissance.

ndiff essential syn noscripts.xml udp top50 noscripts.xml | tee comparebetweenports.txt
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+Nmap 7.98 scan initiated Sat Feb 28 09:02:04 2026 as: /usr/lib/nmap/nmap -sU

192.168.100.46, 00:0C:29:71:14:98:
-Not shown: 65505 closed ports
+Not shown: 34 open|filtered ports

PORT
-21/tcp
-22/tcp
-23/tcp
-25/tcp
-53/tcp
+53/udp
+67/udp
-80/tcp
+80/udp
-111/tcp
+111/udp
+136/udp
+137/udp
-139/tcp
+139/udp
~445/tcp
+445/udp
-512/tcp
-513/tcp
-514/tcp
+631/udp
-1099/tcp
-1524/tcp
+1646/udp
-2049/tcp
+2049/udp
-2121/tcp
+2222/udp
-3306/tcp
+3456/udp

STATE
open
open
open
open
open
open
closed
open
closed
open
open
closed
open
open
closed
open
closed
open
open
open
closed
open
open
closed
open
open
open
closed
open

closed IISrpc-or-vat

SERVICE

ftp

ssh

telnet

smtp

domain
domain
dhcps

http

http
rpcbind
rpcbind
profile
netbios-ns
netbios-ssn
netbios-ssn
netbios-ssn
microsoft-ds
exec

login
tcpwrapped
ipp
java-rmi
bindshell
radacct

nfs

nfs

ftp
msantipiracy
mysql

VERSION

vsftpd 2.3.4

OpenSSH 4.7pl1 Debian 8ubuntul (protocol 2.0)
Linux telnetd

Postfix smtpd

ISC BIND 9.4.2

Apache httpd 2.2.8 ((Ubuntu) DAV/2)

2 (RPC #100000)

Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
Samba smbd 3.X - 4.X (workgroup: WORKGROUP)

netkit-rsh rexecd

GNU Classpath grmiregistry
Metasploitable root shell

2-4 (RPC #100003)
ProFTPD 1.3.1

MySQL 5.0.5l1a-3ubuntu5

Figure 7: ndiff output comparing TCP SYN scan results UDP scan result
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1.7 Summary of Findings

The combined TCP and UDP scans revealed a heavily exposed attack surface. The

target was confirmed as Metasploitable 2.

The table below summarises the most significant services discovered.

Service / Version

Protocol

21/tcp
22/tcp
23/tcp
25/tcp
80/tcp
139/445
1524/tcp
3306/tcp
5900/tcp
53/udp

2049/udp

vsftpd 2.3.4
OpenSSH 4.7p1
Linux telnetd
Postfix / SSLv2
Apache 2.2.8
Samba 3.0.20
Metasploitable shell
MySQL 5.0.51a
VNC 3.3

ISC BIND 9.4.2

NEFS 2-4

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

UDP

UDP
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SECTION 2 — BLUE TEAM: Detection and Log Analysis

2.1 Overview

The blue team perspective focuses on what a defender observes during the
reconnaissance activity described in Section 1. Effective detection requires
correlating multiple log sources simultaneously — no single tool sees the complete
picture. multiple log sources — firewall, IDS, host-based logs, and network flow

data to construct a complete picture of the attacker's activity.

2.2 IDS Alert (Suricata fast.log)

Suricata was active on the network segment during the scan. The fast.log output
below shows a dense sequence of TCPv4 invalid checksum alerts generated in
response to the Nmap SYN scan packets. The alerts fire at a rate of several per
second, clearly distinguishing automated scanning behaviour from normal traffic.
The source IP 192.168.100.38 and destination 192.168.100.46 are visible throughout
the log, confirming the scan was detected at the IDS layer.

10
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ic Pr
c Pr
c Pr
c Pr
c Protoco

c Protocol
c Protocol

Figure 8: Suricata fast.log — TCPv4

2.3 Firewall Logs

Two sources of firewall evidence were captured. The first shows the Windows
Defender Firewall configuration confirming that inbound connections that do not
match a rule are blocked across Domain, Private, and Public profiles — meaning the
scan traffic would have been visible and partially blocked at the host firewall level.
The second shows the pfirewall.log file capturing detailed entries of allowed and
dropped TCP connections, with DROP entries visible for traffic from
192.168.100.38 to the target on port 37325 and sequential ports.

11
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File Edit Format View Hel
ndows Defender all with Advanced Security on Local Computer [version: 1.5 ’

ﬂ Windows Defender Firewall with Advanced Security provides network security for Windows computers

1 pfivewall - Notepad

#Software: Microsoft Windows Firewall
#Time Format: Local
#Fields: date time action protocol src-ip dst-ip src-port dst-port size tcpflags tepsyn tcpack tcpwin icmptype icmpeode info pat]

2026-82-28 97:51:13 ALLOW ICMP fe80::1 fe8@::f28e:47a6:b8@:2¢39 - - @ - - - - 135 @ - RECEIVE
2026-02-28 ©7:51:18 ALLOW ICMP fe80::f28e:47e6:b00:2c39 feB@::l - - @ - - - - 135 @ - SEND

Overview
Domain Profile
@ Windows Defender Firewall is on.
G Inbound connections that do not match a nule are blocked.
0 Outbound connections that do not match a rule are allowed.

Private Profile is Active

0 Windows Defender Firewall is on.

@ Inbound connections that do not match a rule are blocked.
ﬂ:ﬂ Outbound connections that do not match a rule are allowed.

Public Profile

¥ Windows Defender Firewall is on.

@ Inbound connections that do not match a nule are blocked.
6‘ Outbound connections that do not match a rule are allowed

Figure 9: Windows Defender Firewall active on all profiles and Windows pfirewall.log

2.4 Zeek Network Logs

Zeek was deployed to capture and parse all traffic during the exercise. The conn.log
table below records every observed connection attempt. Key indicators of port
scanning are visible: source port 53422 remains constant across all entries, all
durations are zero or near-zero, and the orig bytes and resp bytes fields are 0 for

almost every entry confirming that no data was transferred.

2026-082-28 ©7:51:34 ALLOW UDP 192.168.100.48 192.168.180.1 55479 53 @ - - - - - - -
2026-82-28 87:51:34 ALLOW TCP 192.168.100.48 20.99.186.246 49792 443 0 - 8 @

2026-82-28 ©7:51:39 ALLOW UDP 192.168.100.48 192.168.100.1 54839 53 @ - - - - - - -
2026-82-28 ©7:51:39 ALLOW TCP 192.168.108.45 23.54.189.283 49793 80 @ -
2026-02-28 ©7:51:41 ALLOW UDP 192.168.100.48 192.168.100.1 63432 53 @ - - - - - - -
2026-082-28 ©7:51:41 ALLOW TCP 192.168.100.48 20.86.201.138 49794 443 @ - @ @ -
7 ALLOW TCP 192.168.106.48 20.190.181.4 49795 443 8 - @ @
17 ALLOW UDP 192.168.109.48 192.168.180.1 53290 53 @

& ALLOW TCP 192.168,100.45 20,189.173.17 49796 443 @ - 8 @
2026-02-28 ©7:52:45 ALLOW TCP 192.168.100.48 20.74.24.87 49797 443 0 - @ @ @ - - - SEND
2026-082-28 ©7:54:35 ALLOW TCP 192.168.100.48 20.74.24.87 49798 443 0 - @ @ @ - - - SEND
2026-02-28 87:54:35 ALLOW TCP 192.168.100.48 20.74.24.87 49799 443 0 - @8 @ - - - SEND
[2926-02-28 @7:50:42 ALLOW UDP 192.168.100.10 192.168.100.255 138 138 @ - - - - - - - RECEIVE
2026-82-28 ©7:55:42 ALLOW ICMP fe89::1 £f02::1 - - @ - - - - 134 @ - RECEIVE
2026-02-28 ©7:55:54 DROP TCP 192.168.100.38 192.168.100.48 37325 445 44 5 1650827640 @ 1024 - - - RECEIVE
.168.100.38 192.168.100.48 37325 139 44 S 1658827640 @ 1824 - - - RECEIVE
.168.100.38 192.168.100.48 37327 139 44 S 1658958714 @ 1824 - - - RECEIVE
.168.109.38 192.168.100.48 37327 445 44 S 1650958714 @ 1024 - - - RECEIVE
.168.100.38 192.168.100.48 37325 135 44 5 1650827640 @ 1824 - - - RECEIVE
.168.100.38 192.168.100.48 37327 135 44 5 1650958714 @ 1024 - - - RECEIVE
4.87 49800 443 0 - 0@ @ SEND
48 ALLOW TCP 192.168.108.48 20.74.24.87 49801 443 0 - 0 @ SEND
2026-82-28 ©7:56:53 ALLOW UDP 192.168.100.48 192.168.100.1 56635 53 @ - - - - - - - SEND
2026-82-28 @7:56:53 ALLOW TCP 192.168.100.48 109.230.127.42 49862 443 8 - @ 0 8 - SEND
2026-02-28 87:56:53 ALLOW TCP 192.168.100.48 109.230.127.42 49803 443 0 - @ 0 0 - - - SEND
2026-82-28 07:56:53 ALLOW UDP 192.168.100.48 192.168.100.1 65522 53 @ - - - - - - - SEND
2026-82-28 ©7:56:53 ALLOW TCP 192.168.100.48 23.67.160.244 49804 80 @ - 8 @ @ - - - SEND
2026-82-28 ©7:56:53 ALLOW UDP 192.168.100.48 192.168.100.1 64183 53 @ - - - - - - - SEND
«

12
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Figure 11: Zeek conn.log

Zeek Connection States — What They Mean During a Scan

SO SYN sent, no response — port is filtered or
host unreachable

REJ Port closed — target sent RST; probe
rejected

RSTO Scanner sent RST after receiving SYN/ACK
— half-open scan

SF Full connection established — port is open
and service responded

SH SYN sent, SYN/ACK received, half-open

(no final ACK from scanner)

2.5 Wireshark Packet Capture Analysis

The Wireshark capture confirms the half-open SYN scan pattern at the packet level.
The scanner at 192.168.100.38 sends SYN packets to sequential destination ports on
192.168.100.46. When an open port (such as port 445) responds with SYN/ACK,

the scanner immediately sends RST rather than completing the handshake the

13
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defining characteristic of an Nmap -sS scan. Closed ports respond with RST/ACK
directly. The rapid succession of packets within milliseconds confirms automated
rather than human activity.

ip.addr ==192.168.100.46

0. Time Source Destination Protocol Length Info

54 53422 . 445 [RST] Seq

024 Len=8 MS55=1460

n=6 Len=0

Iin=0 Len=0

n=0 Len=0

Figure 12: Wireshark packet capture

2.6 RITA Beacon Analysis

RITA (Real Intelligence Threat Analytics) analysed the Zeek logs for beaconing
behaviour — regular automated outbound communication that may indicate a
compromised host. The output below shows that RITA flagged communication
from 192.168.100.38 to the external IP 194.225.150.25 on UDP port 123 (NTP)
with a severity of High and a beacon score of 99.50%.

14
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rita import ~/zeek logs/ purple lab dataset

ve Countermea: es®

Severity Source Destination Beacon Duration Subdomains Threat Intel SRC 192.168.100.38

DST 194.225.150.25
High 192.168.100.38 194.225.150.25 99.50% 1s (2]

5 minutes ago

123:udp:ntp

Figure 13: RITA dashboard

Blue Team Detection Summary

IDS (Suricata) Detected hundreds of alerts during SYN
scan

Firewall Detected DROP entries visible in
pfirewall.log

Zeek conn.log Detected zero-duration connections across
sequential ports

Wireshark Confirmed SYN/RST half-open handshake
pattern visible

RITA Detected 99.50% beacon score on NTP
traffic

UDP Scan Partial Zeek logged, IDS had fewer alerts

15
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SECTION 3 — PURPLE TEAM: Detection Gap Analysis

3.1 Purpose of the Purple Team Exercise

The purple team phase brings red and blue team findings together. Rather than
operating in isolation, both sides compare what the attacker did against what the
defender detected. The objective is to identify gaps — attacks that succeeded

without triggering any alert and to improve detection coverage as a result.

3.2 Detection Coverage

Red Team Action Detection Status

16
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SECTION 4 — CONCLUSION

Summary

This laboratory exercise demonstrated the complete reconnaissance lifecycle against
a vulnerable target host. The red team successfully enumerated over 30 open services
using a structured sequence of Nmap scans. Blue team monitoring confirmed that
TCP SYN scanning is reliably detected when Suricata rules and firewall logging are
properly configured. Zeek and Wireshark provided packet-level and flow-level
confirmation of the half-open scan pattern. RITA detected high-confidence
beaconing in the Zeek logs with a 99.50% score. The purple team exercise identified
UDP scanning and service version detection as persistent blind spots requiring rule

additions and baselining work.

The central lesson is that no single tool provides complete visibility. Effective
defence requires IDS, firewall logging, network flow analysis, and behavioural
analytics working together . The screenshots in this report demonstrate that
monitoring was active and functional throughout the exercise, with evidence of scan

detection across four independent tool categories.
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